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Author’s Note: This article was written in the Fall of 2017, for presentation at the DRI's Insurance Coverage
and Practice Symposium in New York City. Since its drafting, events have caught up with much of what is
discussed in the paper. The controversy surrounding Facebook and Cambridge Analytica has thrust many of
the privacy issues raised here into the headlines. It remains to be seen what the legal ramifications of the
recent revelations will be. However, the problems presently facing Facebook are only examples of broader
practices found in the electronic/online economy. Collection and aggregation of personal data with limited (or
unclear, or no) consent obtained the data’s subject is rampant. If Facebook’s business model remains in the
headlines for an extended period of time, or if public recognition grows in respect of the extent to which
personal electronic and online activity is being tracked, aggregated and analysed generally, significant
regulation should be expected (likely in the form of consumer protection legislation). It is more and more
apparent that “data risk” is not limited to the loss of personal and confidential information by its custodians, but
also includes liability arising out of use and misuse of data collected.

Such data risk may be covered under cyber and information policies (depending on their form), but may also
trigger Part B coverage under CGL policies as well as E&O and D&O policies. Class actions have already been
commenced in the U.S. alleging that Facebook exceeded the consent it had received from users, as well as
shareholder suits for the loss in value of Facebook’s stock. The ramifications of recent developments for
insurers, and the counsel who advise them, are significant.

Innovative new applications, rapidly increasing computing power, and faster communication
between computers, devices and sensors are having the effect of quickly eroding individual
privacy. People have increasingly lost their ability to determine and regulate their own individual
zone of personal privacy. While most people expect to maintain control over what personal
information about them becomes public, that ability is being lost to technological “advance”.

The implications of this fact are profound for liability insurers. As the electronic and digital world
becomes more ambient, individuals lose their ability to manage and control the information
about themselves that is available to others. Unchecked, technological advance will render



private personal information a thing of the past. At the same time this advance is occurring,
however, law and regulation are starting to move to exert control over the manner in which
collected information may be used and to limit technology’s most intrusive effects. These
emerging issues go beyond privacy loss as the result of malicious or accidental data breach,
and into the legality and ethics of what are, increasingly, everyday business practices. The
conflict emerging between new interconnected technology and legal restrictions will almost
certainly result in litigation involving policyholders. This will, in turn, lead to coverage litigation
involving insurers.

This paper assesses how new, interconnected technology comes into conflict with established
and emerging privacy rights, then addresses how that conflict is likely to impact liability insurers.

TECHNOLOGY'S EROSION OF PERSONAL PRIVACY

It is no secret that technology has been narrowing the zone of what personal information is truly
“private”. However, until relatively recently, people were generally able to moderate the
information that was available about them. They could choose not to use social media or could
be circumspect in what they shared. They could pay cash, and not participate in retailer and
service provider loyalty programmes. They could turn off “cookies” on their computers, or take
any number of steps to avoid generating digital information about themselves. There was, at
least, some sense that people had the ability to curate their digital and commercial footprint.

It hardly needs be said that those days are gone. With portable data and communications
devices becoming the central computing point, the development of the internet of things and the
move of much commerce onto the internet, the ability of individuals to manage and maintain
control over the digital information that they generate is virtually gone.

The litany of technological intrusions is becoming familiar. mobile devices can track their own
location at all times and, because we always have them with us, this means that our location
can be tracked at all times. Fitness apps and devices generate data about our physical activity,
connected devices in our houses - - our televisions, our refrigerators, thermostats, lightbulbs,
toasters, let alone Alexa, Siri, Cortana and OK Google - - all connected to the internet,
generating information about when we are home or at work, when and what we eat, when we
sleep, what shows we watch or podcasts we listen to... . All this information can be joined with
the social media and commercial data we have already given up control of. Much privacy is lost
before we even start to discuss the connected devices and sensors over which we have no
control.

Amazon’s “pay with your face” technology is but one example. Amazon has developed
technology which allows people to walk into an Amazon store, take what they want, and leave
without stopping at a cashier or payment terminal. Cameras recognize the shopper the moment
he or she walks into the store, tracks what they take, and charges their account accordingly.
How long until such facial recognition technology is ubiquitous? As Alvaro Bedoya sagely
pointed out in the Atlantic Monthly earlier this year: “you cannot encrypt your face”[1].



THE EMERGENCE OF NEW RULES AGAINST ANALYSIS AND USE OF PRIVATE
INFORMATION

It is often said that people have come to care less about personal privacy with the advent of
mass social media. To some extent, this may be true. This belief has been summed up by
University of Ottawa professor Karen Eltis:

The more we are watched the less privacy we expect and the more we
expect to be watched. The less we are bothered by being watched, the
more we expect others to share in our complacency. Therefore, if privacy
continues to be defined by reference to reasonable expectations and
seclusion, technological imperatives necessarily dictate that the sphere
in which one can reasonably claim solitude will contract.[2]

However, we may be reaching a tipping point with respect to the degree to which people are
willing to tolerate technology’s intrusions into their private lives. While technology will not be
(and cannot be) turned back, there is a growing movement to limit not the digital collection of
information, but to requlate how such information may be used. A January 13, 2017 editorial in
the Guardian newspaper highlighted growing concerns about the loss of “personal integrity and
boundaries” and argued:

Technological solutions will only work within a political and legal context,
and the real threats to privacy come not from vulnerable widgets but
weak laws, careless users and feeble oversight. ... Against this we must
rely on moral and intellectual defenses much more than the supposed
magic of advanced technology.[3]

That call to moral, intellectual and legal action was mirrored in a New York Times opinion piece
in October. There, Andrew Burt and Dan Geer noted that the origin of the modern right to
privacy is found in the 1890 Brandeis and Warren article “The Right to Privacy”, wherein
“privacy” was defined to mean the “right to be let alone”. Burt and Geer took note of the eroding
zone of privacy in the modern world. The answer for those who wish to protect privacy is not
restrictions on technology or the collection of information, but restrictions on how and in what
circumstances personal information may be used:

.. we must regulate what organizations can actually do with our data.
Simply put, the future of our privacy lies in how our data is used, rather
than how or when our data may be gathered. [4]

The authors posit that the only workable solution is to place regulatory limits on those who
collect private information. Those limits would restrict processing and analysis of such
information to that for which the collector has received express permission from the individual
subject of the data.



DEVELOPMENTS IN THE UNITED STATES

These objectives are not the mere hopes of editorial writers. Public interest organizations,
regulatory developments and litigation all appear to pushing the law in that direction. For
example, Google has announced plans to link its records of credit card purchases with other
information that it has collected and stored. This goal has raised much concern with privacy
advocates. The Electronic Privacy Information Center (“EPIC”) has advanced a Complaint,
Request for Investigation, Injunction and Other Relief to the Federal Trade Commission. The
Complaint notes that Google has claimed that it can maintain consumer privacy in undertaking
its project, but will not disclose how it intends to do so. Epic asserts:

Google has collected billions of credit card transactions, containing
personal customer information, from credit card companies, data brokers,
and others and has linked those records with the activities of internet
users, including product searches and location searches. This data
reveals sensitive information about consumer purchases, health, and
private lives. According to Google, it can track about 70% of credit and
debit transactions in the United States.

Google’s reliance on a secret, proprietary algorithm for assurances of
consumer privacy, Google’s collection of massive numbers of credit card
records through unidentified “third-party partnerships” and Google’s use
of an opaque and misleading “opt-out” mechanism are unfair and
deceptive trade practices subject to investigation and injunction by the
FTC.[5]

Notably, less issue is taken with Google’s collection of the data in the first place than is taken
with how Google proposes to use it. The focus of the Complaint is the manner in which Google
proposes to process and use the data without transparently advising consumers, and receiving
their clear consent.

Developments in the courts also suggest challenges to the ways in which companies seek to
use the information they gather. Bose faces litigation alleging that it used its Bose Connect app
to collect information about users listening habits, that it shared that information with third party
data brokers, and that it did so without user consent. The putative class action asserts that a
great deal of personal information may be gleaned from a user’s listening history. Bose
headphone users are not simply listening to music, but may also be listening to podcasts,
broadcasts and other recordings that can disclose the user’s interests, political affiliations,
ethnic background, sexual preferences, health conditions, and other highly personal information.
Breach of common law privacy rights, and particularly “intrusion upon seclusion” are a focus of
the litigation.

25. Defendant never obtained consent from any of its customers before
intercepting, monitoring, collecting and transmitting their Media



Information. To the contrary, Defendant concealed its actual data
collection practices from its customers...

55.  Further, Defendant’s monitoring, collection, transmission, and
disclosure of Plaintiff's and lllinois Subclass members’ Media Information
- without their knowledge or consent - is highly offensive to a reasonable
person as it is capable of revealing highly private details about their lives,
including inter alia their personalities, behavior, and political affiliations
and views,, which they believed were confidential, and had no reason
whatsoever to suspect that anybody would be spying on their music and
audio selections. [6]

To prove the tort, the Plaintiff must demonstrate that the defendant knowingly intruded upon the
plaintiff's private affairs in a manner that is highly offensive to a reasonable person. This is a key
consideration with respect to the manner in which the intrusion on seclusion tort may establish a
limit on the manner in which data collectors may use information. If a plaintiff can prove an
intent to collect and use particular private data, what is then required is proof that such
collection and use would be considered “highly offensive by a reasonable person”.

If it is ultimately determined that the circumstances put forward in the Bose matter are highly
offensive, it is not hard to imagine that many technology companies are presently facing tort
liability for their own intrusions on their customers seclusion. Whether or not Bose is ultimately
found liable (and it is contesting the litigation), it is not difficult to imagine circumstances in which
the use of collected private data would be “highly offensive”. Pressure on organizations to
employ transparent data collection and usage policies that provide meaningful opportunities to
consent or not consent may be growing in the common law.

INTERNATIONAL DEVELOPMENTS WITH LOCAL IMPACT: THE GENERAL DATA PROTECTION REGULATION

Of importance, the increasingly interconnected world means that technology and the digital
communication of information know no borders. The General Data Protection Regulation
(“GDPR”) will be coming into full effect in Europe on May 25, 2018. The GDPR has significant
extraterritorial effect in that it purports to govern any organization, anywhere in the world, if that
organization collects any personal data about citizens of the European Union. The GDPR
imposes onerous conditions (and, potentially, very significant sanctions[7]) on entities falling
within its ambit. It is intended to give control over Personal Data to the individual that is the
subject of the data, rather than the entity that collects it. Personal Data is very broadly defined
as any information relating to an identified or identifiable natural person. An identifiable natural
person is:

...one who can be identified, directly or indirectly, in particular by
reference to an identifier such as name, an identification number,
location number, an online identifier or to one or more factors specific to



the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person. [8]

A focus on informed consent is key to the GDPR'’s purpose of giving control to the subject of the
data, rather than the possessor of the data. The data subject must freely give clear and
informed consent, not simply to the collection of their Personal Data, but also to how such data
will be used.

As noted, the GDPR applies to any organization, anywhere, that collects or stores Personal
Data relating to an EU citizen, no matter how it was obtained.[9] This principle creates far-
reaching impacts. If an organization does not do business in Europe, but provides services to an
entity that does, then the entity will fall within the GDPR’s ambit (and will be subject to its
penalties) if it obtains covered data through provision of its services.

At present, mere compliance with U.S. Federal or State law does not provide a safe-harbor. The
implications of the GDPR for North American organizations are uncertain, but are likely difficult
to overstate. This is particularly so for any entity with a significant digital presence. Possession
and processing of Personal Data of EU citizens may expose companies to very significant
liabilities if the requirements of the GDPR are not carefully followed.

The knock-on effects of the GDPR may also be significant. Entities that do regular business in
the EU may modify their vendor/user agreements to reflect GDPR obligations, thereby creating
a contractual liability that may not exist under local law. Expansion of contractual liability, even
in the absence of regulatory or tort liability, is an emerging peril with respect to data privacy.

Further, as discussed above, a core element of the intrusion upon seclusion tort requires
determination as to whether or not a defendant’s instrusion upon the private affairs of a plaintiff
is “highly offensive to a reasonable person”. An entity that treats the data of a non-European
citizen with less care than it does that of a European citizen may face a greater risk of running
afoul of that standard: “Why are citizens here less worthy of protection than a citizen of France,
Germany or Romania?

INTERNATIONAL DEVELOPMENTS WITH LOCAL IMPACT: CANADIAN LAW WITH EXTRATERRITORIAL
EFFECT

Extraterritorial risk can be anticipated not simply from the EU, but from many directions. Many
nations and sub-national regions are seeking to have their own laws mirror those in the EU, in
hopes of creating safe harbor for organizations within their borders. As one example, Canadian
privacy laws are in the process of being updated to better reflect a consent-based regulatory
environment. New regulations are coming into force under the Federal Personal Information
Protection and Electronic Documents Act (“PIPEDA”)[10], and under provincial legislation like
Ontario’s Personal Health Information Privacy Act (“PHIPA™)[11]. Both pieces of legislation have
created new data breach reporting requirements. Importantly, changes to PIPEDA focus not
only on breach reporting, but also on how information may be collected and used. Like the
GDPR, PIPEDA focuses on consent of the individual to collection and specific use of personal



information. The Office of the Privacy Commissioner of Canada has stated an intent to actively
enforce its mandate.

The expansion of privacy legislation in Canada is occurring concurrently with an expansion of
privacy rights in the courts. The Supreme Court of Canada has issued two important decisions
with respect to information privacy and extraterritorial reach in recent months. Douez v.
Facebook[12] arose out of class action litigation in British Columbia. There, it is alleged that
Facebook was liable for breaching the privacy of users through its “sponsored stories” feature. It
is alleged that the “sponsored stories” used names and photographs of users to advertise
products without the user’s knowledge or consent. This practice was asserted to be in violation
of British Columbia’s Privacy Act (which guarantees British Columbians the right to privacy,
without defining it further). Facebook sought to enforce its user agreement, which included a
forum selection clause in favor of California. Class action counsel challenged that forum
selection clause before the Supreme Court of Canada, and succeeded. The Supreme Court
refused to enforce that clause in the circumstances, finding that the right to privacy was “quasi-
constitutional” in nature, and could not be overcome by Facebook’s user agreement. They ruled
that a contract of adhesion could not be used to effectively deny people a remedy for a quasi-
constitutional right.

In Google v. Equustek Solutions Inc.[13] the Supreme Court granted a global order against
Google. Equustek is a manufacturer of networking devices. A company called Datalink allegedly
copied Equustek’s product and started selling it as its own. Equustek secured a number of
Orders against Datalink, which then fled Canada but continued to operate internationally.
Equustek asked Google to delist Datalink’s websites worldwide. Google did remove 345
Datalink web pages within its Canadian domain, but not internationally. Equustek persisted in
seeking world-wide removal as Datalink was harming its business by continuing to sell the
copied product. Citing precedent which allows Canadian courts to issue injunctions against
innocent third parties who are facilitating the wrongdoing of others, the Supreme Court reached
beyond Canada’s borders to issue a world-wide injunction against Google, which required
Google to remove Datalink from all of its world-wide domains.

The implications of these two decisions are clear. Canadian courts will protect the privacy and
commercial rights of Canadians pursuant to Canadian law, even if it means that it has to reach
beyond Canada’s borders to do so. The economies of North American countries are heavily
integrated with the result that information flows between Canada, the United States and Mexico
are extensive and comprehensive. A consent-based information and data legal/regulatory
environment in any one of those countries (or within a large state or province) is going to
generate significant risk to any non-compliant organization.

The fact that the law in Canada is transitioning to a consent-based system will require careful
consideration of information and data management by many entities. Damages under Canadian
law for privacy breach can be significant. One court has suggested that the upper limit with
respect to damages for the intrusion upon seclusion tort should be $20,000 per claimant.[14]
Should hundreds or thousands of individuals fall within a class of persons affected by a



privacy/non-consent based intrusion upon seclusion event, damages could easily reach into the
millions of dollars.

The development of the GDPR and the moves of national and sub-national governments and
courts are limiting the ability of organizations to avoid the consequences of their information
privacy practices. While the fact that the internet knows no borders has provided some
protection from local governance and litigation in the past, that protection is shrinking. Rather
than protecting transnational actors from litigation anywhere, the globalization of information
sharing is exposing such entities to risk everywhere.

It is apparent that privacy law in the United States, in the European Union, in Canada and in
jurisdictions around the globe is moving beyond a mere obligation to protect “Personal
Identifiable Information” from theft or misuse by people not entitled to have access to it. There is
an increasing focus on the use of broad swaths of data collected and stored by organizations.
Greatly expanded liability should be expected in this area.

What does this mean for insurers?

IMPLICATIONS FOR INSURERS

Expanding privacy based liability raises the possibility of both great risk and great reward for
insurers. As an emerging area of risk, there are considerable opportunities for insurers who
undertake careful review of emerging trends and put appropriate products into the market.
Presently, however, insurance against privacy risk exists in an uncertain environment. Coverage
for privacy risk is found in numerous forms of commercial insurance. The fact that it potentially
exists in so many different policies shows that the insurance industry has not fully grappled with
its implications.

Cyber forms will often have privacy coverage but, given the lack of standard scope and wording,
this cannot be guaranteed. Commercial General Liability policies continue to cover “publication
in any manner of information that violates a person’s right to privacy” subject, of course, to
exclusions. Errors & Omissions insurance broadly covers “wrongful acts” occurring in the course
of providing professional services. Directors and Officers insurance covers liability arising out of
improper decision-making at the board and executive level. Each policy can be triggered by a
personal privacy claim.

Given the universe of coverage available, it is virtually inevitable that coverage disputes will
arise. Carriers may not have fully appreciated the scope of privacy coverage they have issued,
and policyholders may not have fully appreciated gaps created in coverage in the technology
and privacy space. Additionally, insurers may accept that their policy is triggered, but may also
look for contribution from other policies providing other forms of coverage that are also triggered.
Simply because a cyber policy may be responsive may not preclude obligations under other
insurance forms.



Many broad coverage issues are likely to arise generally. If processing, use and analysis of
private information was undertaken, knowingly, without the consent of the information’s subject,
can the resulting privacy breach really be considered fortuitous? If the policyholder becomes
liable for penalties or fines that are non-compensatory in nature, or do not relate directly to a
definable loss, are such penalties and fines insurable? Can regulatory investigations trigger
defence obligations if the matter in issue relates to breach of individual privacy rights, even if no
individual is asserting a cause of action? In addition to these general concerns, individual policy
forms are likely to give rise to specific considerations.

CYBER POLICIES

Few topics have generated more writing in the insurance industry in recent years than has cyber
and data risk. However, most of the attention has gone to the risk of malicious or accidental loss
of third party data and ransomware. Much less attention has been paid to the risk posed by
intentional business use of collected data.

The result is that there is not a broad understanding of how this emerging business risk fits into
the structure of cyber policies - - if it fits at all. Other policy forms (such as E&O, D&O) may lack
standard wording, but they do provide predictable coverage. The same cannot be said of cyber
policies. Cyber insurance will virtually always cover malicious hacking events or inappropriate
access by employees. Beyond that, however, nothing is guaranteed. Most policies will cover
ransomware, while some will cover business interruption. Few carriers will cover property
damage resulting from cyber events. Whether or not a cyber policy will cover violations of
personal privacy rights (particularly those created by statute rather than common law) cannot be
known for certain absent review of policy language. Should an insured entity face a claim for
improper use of personal data, an entitlement to coverage will depend on whether or not the
insured bought sufficiently broad coverage. Insurers and policyholders are on a collision course
with respect to this type of insurance.

Further, take-up of cyber insurance in the market is far from universal. Policyholders, particularly
small and mid-sized businesses, may be facing privacy litigation or regulatory action without
cyber insurance in place. These policyholders will almost certainly be looking to their other
policies for coverage.

While it is dangerous to generalize too much about cyber coverage, it is generally the case that
they will provide both first and third party coverage. Even in circumstances where regulatory
action or penalties and fines are in issue, first party obligations may still arise. For example,
depending on wording, a cyber-policy could be liable for the first party costs of removing data
from an insured’s systems if that data is in violation of privacy laws or regulations. This may be
so even if coverage is unavailable for the insured’s third party or regulatory exposure. Similarly,
if a policyholder acquires information that (unknown to the policyholder at the time it is received)
does not comply with data consent law or regulation, could this be considered an event
sufficient to trigger first party breach response obligations under a cyber policy?



It is particularly true with cyber policies, more so perhaps than other forms of insurance, that
coverage for one element of an insured’s loss may be available, even if other elements of loss
fall outside the scope of the policy. Careful, case-by-case review of cyber coverage will be
required.

CGL

Privacy coverage remains available in standard form Commercial General Liability policies. Part
B of these policies provide insurance against “oral or written publication, in any manner, of
material that violates a person’s right to privacy”. Much of what has been discussed above will
fall within that initial grant of coverage. Coverage questions with respect to data management
practices by policyholders are already arising.

The meaning of the term “publication” has not been given a definition in standard CGL policies.
Without such definition, the meaning of “publication” has become contentions, with insurers and
policyholders turning to the courts for resolution. Important legal precedent with respect to what
constitutes “publication” in malicious[15] and unintentional[16] data breach events has become
a much more frequently litigated question. As personal privacy right claims advance, that trend
should be expected to continue in a new context. Is personal data “published” when it is passed
to a third party data broker? answer is, almost certainly, “yes”. However, if the use of collected
personal data is purely internal to the party collecting it, but still is alleged to have been used in
a manner that goes beyond the consent received, has there been any “publication” to trigger
CGL coverage? Depending on the circumstances, the answer may be “no”.

Other aspects of the insuring agreement are also likely to generate coverage litigation. Does
data that has been “published” to a data broker violate a person’s right of privacy if it has been
anonymized (i.e. all personal identifiable information has been scrubbed from the data)? This
will be more contentious, as such data cannot be used on its own to identify any specific person.
However, it is increasingly apparent that it does not take much anonymized data from different
sources to identify the person to whom it pertains.[17] Can “publication” of anonymized data that
can be de-anonymized given a little more context violate a person’s right of privacy? The
answer is less clear, and likely circumstance driven.

These are questions that will face insurers. Protection of personal data through recognition of
the individual’s rights in that data is at the core of the emerging privacy standards. Rules and
regulations in respect of the transmission of data (i.e. publication of information) are central to
such protection efforts. Enforcement efforts and legal claims arising out of the failure of
organizations to comply with consent requirements in their transmission of both raw and
processed data must be anticipated. It should not be forgotten that the emerging rules,
particularly under the GDPR, govern not simply data that explicitly identifies its subject, but also
governs data where the subject can be indirectly identified. Transmission of processed data,
even if anonymized, may result in very large liability.
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There is no doubt that CGL carriers may be able to raise defences to privacy claims. For
example, coverage may not extend to regulatory matters. The insurance may only apply to
compensatory damages, and not fines or penalties. An entity that collects and processes its
own data may not have “published” it.

Going forward, a key defence may be found in data exclusions. In the United States, ISO has
offered a range of potential amendments to the CGL policy with respect to the privacy coverage
found it the CGL. One amendment is an endorsement that deletes the coverage all together.
Exclusion CG 21 07 05 excludes coverage for:

"Personal and advertising injury" arising out of any access to or
disclosure of any person's or organization's confidential or personal
information, including patents, trade secrets, processing methods,
customer lists, financial information, credit card information, health
information or any other type of nonpublic information.

This exclusion applies even if damages are claimed for notification costs, credit monitoring
expenses, forensic expenses, public relations expenses or any other loss, cost or expense
incurred by you or others arising out of any access to or disclosure of any person's or
organization's confidential or personal information.

Two other variations on this exclusion exist as well, giving insurers several tools to limit or
preclude data access and disclosure coverage. The endorsement and exclusions will only have
the chance to succeed where they are actually employed in issued policies. They are of
relatively recent vintage and many policies do not yet incorporate them.

The exclusions are broadly drafted. However, they (along with insuring agreement defences)
will almost certainly be challenged in the privacy rights context. Success is far from guaranteed.
Much of the commentary about these exclusions relates to malicious or accidental data breach
rather than activities undertaken in the normal course of the policyholder’s business. It may be
open to policyholders to argue that the intent of the exclusion was only to remove malicious or
accidental data breach from the scope of cover, rather than intentional business use of
information. Use of only the two terms “access” and “disclosure” perhaps lend themselves to
that interpretation (words such as “processing of”, “analysis of” or “manipulation of” are not
used). It hardly needs to be said that courts interpret exclusions narrowly, and one need look no
further than the history of pollution exclusions and asbestos litigation to see the likelihood of

coverage disputes arising in respect of this exclusion.

ERRORS & OMISSIONS

Technology and electronic communications are becoming exponentially more complicated.
Great reliance is placed on professionals (particularly outsourced professionals) to keep online
and connected operations functioning as intended. With the added complexity generated by the
growing restrictions on how information may be used, professional technical assistance will only
grow more critical. Good coding will be of central importance to businesses that successfully
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navigate privacy risk. Recent events in Canada illustrate the potential perils of insufficient
coding. The Ottawa Citizen recently discovered that Google searches relating to trials involving
victims whose identities are protected by publication bans would return “related search” results
that included the names of the victims.

In one high profile Ontario case, anyone using common search terms to retrieve news stories
about the trial produces a list of “related searches” that includes then name of a protected
sexual assault victim. When asked for comment, Google advised:

As is normal for Google news, there are no human editors involved in
selecting related searches: these suggestions are automatically
generated based on an algorithm to determine terms related to your
search.[18]

The possibility of a class action against Google has already been raised.

Computer programs, artificial intelligence and machine learning are growing in their importance
and breadth of use. In circumstances like those that Google is facing in Canada, the error in
processing data in contravention of common law expectations, GDPR, or PIPEDA requirements
may not lie with a human decision-maker but, rather, with the program’s coding. While Google
has its own coders, many organizations outsource program and app development. If errors or
deficiencies in the computer code result in a breach of privacy requirements, litigation will very
likely ensue against the coder. Such a claim will likely qualify as a “wrongful act” under an Errors
& Omissions policy.

As with CGL coverage, there may be insuring agreement issues as to whether the nature of the
claim (common law or regulatory) falls within the ambit of the policy or whether exclusions apply.
The development of specific data exclusions in the E&O context appears to lag behind those
found in general liability policies. This is, likely, not unintentional.

It is certainly the case that many professional liability carriers have actively been taking on
privacy risk, rather than seeking to exclude it. In Canada, at least, many professional E&O
policies will provide coverage for liability arising out of PIPEDA. It is understood that this is
common in other jurisdictions as well. The fact that the PIPEDA risk was relatively
circumscribed until recent developments suggests that the expansion of coverage into this area
was not regarded as resulting in significant expansion of the scope of cover. Recent revisions to
PIPEDA may cause carriers to re-evaluate that view.

DIRECTORS & OFFICERS

Expansion of potential exposure arising out of Personal Data privacy claims means more
headaches for Directors and Officers of corporations and other organizations. As can be seen
from regular news reports, many boards are struggling to deal with the risk environment
presented by data breach as it is. The probability that boards will now need to actively account
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for personal data laws in every jurisdiction in which their organization operates only complicates
the risk environment further.

Boards are, however, expected to govern their organizations in a manner consistent with law
and corporate best interests, no matter how complicated the risk environment may become. For
entities with an international presence (direct or indirect) careful consideration will have to be
given to the requirements of emerging privacy law in order to ensure that operations are
compliant with law and regulation. By way of example, the GDPR requires that certain
organizations must have Data Protection Officers (“DPO”), who report directly to the board.[19]
Under GDPR rules, DPO'’s cannot be fired for performing their statutory obligations.[20]

Failure to comply with legal or regulatory obligations related to use and processing of personal
data can expose organizations to very significant exposure in terms of both damages/penalties
as well as defense costs. Should an entity find themselves subject to such damages/penalties,
litigation against board members would not be surprising.

Policyholders facing potential risk with respect to common law privacy torts or regulatory
regimes like the GDPR will need to carefully consider adequacy of limits. While it seems unlikely
that organizations will be exposed to maximum regulatory penalties, the possibility exists.
Carriers will, similarly, wish to factor in personal data privacy risk into their calculations.

CONCLUSION

Cyber risks are widely perceived to relate only to the risk of malicious or accidental breach of
personal identifiable information. However, a confluence of factors, including more powerful
digital devices and faster and better communication between computers, devices and sensors is
creating a perfect storm of privacy loss for individuals. Law and regulation is moving to
counteract those factors in order to ensure that individuals are in a position to maintain control
over their private personal information. The internet and electronic communications are not
governed by borders, and law and regulation are similarly moving in a transnational fashion. All
of these factors are colliding to create a new, emerging, privacy risk. As is generally the case,
insurance will be called upon to address and mitigate such risk. While new policy forms are
coming into the market which may address some or much of the emerging privacy risk, legacy
forms will also continue to face exposure (sometimes intentionally, sometimes not). Coverage
litigation is bound to arise and those advising insurers and policyholders should be prepared.
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